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Abstract

The European Online Game s, Social Media and Mobile Application sector has grown
substantially in recent years and children are exposed to increasingly sophisticated
marketing techniques online which are often outside the purview of existing regulatory
frameworks. This study aims to provide a better understanding of online marketing to
children and to inform effective policy measures for the protection of children as
consumers. The study uses a range of information sources, including a systematic
literature review, a review of legi slation and regulatory framework at EU and Member
State level, in -depth analysis of games, focus groups with parents and children, a survey

with parents, and behavioural experiments on advergames and in -app purchases. The
study finds that online marketing practices have an impact on children, and that children

have difficulties recognizing marketing content, in activating defence mechanisms and in

taking decisions. The analysis also shows that although parents play an important role in
mediating theirchild UHQTY RQOLQH EHKDYLRXU SDUHQWY DUH RIWHQ QRW I
their children are exposed to in online environments. The study concludes with policy
recommendations focussing on policies to address children as a particularly vulnerable
consumer gro up.
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Advergames are games specifically designed for advertising. These
games are explicity marketing -communication, developed by
companies or organisa tions to promote their brand or product. The
brand or product is the protagonist, central character, or key feature in

the game.

Ad break is a protective measure in form of a disclaimer interrupting a
game and stating that the game content includ es advertisements or
commercial communications.

The concept of flow comes from the psychology of optimal experience

and is applied to the understanding of the experience of online gaming.
This proposes that what makes an experience genuinely satisfyi ng is a
state of consciousness called flow, in which concentration is so focused

that the game player is completely absorbed in the activity.

The mechanism whereby a EC legislative act delegates the attainment

of the objectives defined by in the legislation to relevant parties such

as economic  operators, social partners, non -governmental
organisations, or associations.

Embedded advertising is marketing contents incorporated in other
content with the result that the bound ary between entertainment and
marketing communication is blurred. Examples include advergames,
product placement, pre  -game, inter -level, and post -game advertising.

Freemium, or free -to-premium, is a popular revenue model for app
developers. Game players have free access to a version of an app with
limited functionality. They are then offered the opportunity to upgrade

to a paid app or to pay for additional features.

Grossing category lists the apps that are generating the largest
revenue s. It uses an algorithm that weights more recent revenue over
past revenue.

In-app purchases are extra features and subscriptions available for
purchase.

Inter -level advertising involves advertising messages after the
completion of a game play level as the next level is loading.

A scale or full -size model of a design or device, used for teaching,
demonstration, design evaluation, promotion, and other purposes.

Neuro - marketing relates to an  y marketing or market research activity
that uses the methods and techniques of brain science or is informed
by the findings or insights of brain science.

Persuasion knowledge is the capacity of individuals to activate critical
thinki ng following the recognition that a message has persuasive
content.



Study on the impact of marketing through social media, online games and mobile
appli cations on children's behaviour

Problematic When addressing problematic practices  in this study , we are referring
practices to sophisticated marketing practices in websites and applications that
are designed to affect ¢  hildren's consumer behaviour. These include
brand engagement (by participating in competitions, online events,
"likes" in social media, etc.); in-app and in -game purchase ; embedded
advertisements ; child inappropriate commercial content, including
alcohol; data privacy issues/market research content; mobile phone
and credit card - the new wallet; lack of price and contract
transparency; absence of age verification systems, and lack of contact
information about suppliers.

Product Product Placement , as a type of embedded advertisement, refers to the

Placement insertion of a brand or product in an entertainment medium such as
television, film, or an online game. The opportunities for product
placement in games range from merely placing a logo on a virtual
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and dynamic product placement can be distinguished. Static in -game
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insertion of advertising elements into the game t hat cannot be
changed. Dynamic in -game placement uses the same concepts as static
in-game advertising. The difference is that dynamic in -game product
placement allows the insertion of dynamic advertising elements within
a game. In contrast to static in -gam e placement, the elements used in
dynamic placement can be altered, adapted, and individually targeted
depending on location, day of week and time of day. This allows
companies to address more narrowly defined consumer segments.

Pre-game Pre-game advertising is the presentation of digital video or display
advertising advertisements before the game is played, normally while the game is
loading.
Self - Self-regulation occurs when economic operators, social partners, non -
regulation governmental organisations o r associations adopt and implement
common practice guidelines (particularly codes of practice or sectoral
agreements).

Sponsorship Media law and economics distinguish sponsorship from advertising.
Whereas advertising aims at promoting a specific product o r service,
the purpose of sponsorship is to promote the image or brand of a
person, company, or organisation. Online game sponsorship is where a
person, company or organisation finances a game either directly or

indirectly by sponsoring a tournament, zone (level), or session of game
play, with the objective of promoting its image or brand.
Viral A marketing technique that uses pre - existing social networking services
marketing and other technologies to increase brand awareness or to achieve other
marketing  objectives (such as product sales) through self -replicating

viral processes. Marketing messages are distributed via social networks
by sending an e -mail greeting to a friend or inviting a friend to play or
join the Web site.



1 Introduction

The Internet  allows different forms of media to converge. What once used to be multiple

separate devices such as a telephone, television, or personal computers have now

merged into single technological devices that are made commonly available in user -
friendly formats.  Convergence has an important impact on user habits, including those of

children as well as affecting business advertising practices, revenues, content offerings

and financing. These rapidly evolving digital environments, with an increasing number of

smart devices that embed Internet -based solutions have made children early adopters of

new technologies. They increasingly engage in text messaging, playing online games,
watching TV online, and participate in virtual worlds and social networking activities fro m
an early age. Rapidly, children become Internet savvy and their online presence
encompasses not only the use of the digital content, but often requires them to take
consumer decisions, e.g. when purchasing access to online games. Several studies
indicate that children are increasingly becoming online consumers of digital content and
particularly of online games (Europe Economics, 2011; London Economics, 2011; Stenzel

et al., 2011). Online environments present new revenue streams for businesses.

According to Lehdonvirta (2009), offering virtual goods has become a new source of
revenue for online consumer services. At the same time, children are more vulnerable to
risks rela ted to the online world than other groups of consumer s are. If the use  of the

concept of the average consumer in policy -making and in court cases has been criticised
by scho lars as inappropriate (Trzaskowski, 2011), this critique is even more relevant

when considering children as consumers. The biases that make many adults prone to

taking sub-optimal decisions as consumers may be compounded by young age and lack

of experience, as has been addressed, for instance, in the Unfair Commercial Practices

Directive (UCPD). Research has shown that children have a limited unde rstanding of what
market ing is. They do not always recognise marketing contents as such, and are not
necessarily able to distinguish marketing content from other content (see among others

Kinkel et al., 2004; Linn & Dowrick, 2004; Moses & Baldwin, 2005; Mallinckrodt &

Mizerski, 2 007, Moore & Rideout, 2007; Dahl, Eagle & Beaz, 2009). Children younger

than 8 years old are considered especi ally vulnerable to this because they lack the
cognitive skills necessary for understanding the persuasive intent of television and online

advertis ing (Calvert, 2008). Evidence suggests that children over 8 tend to have a better
understanding of the commercial purpose of advertising although not to the extent that
adults do (Ali et al., 2009; Martinez, Jarlbro & Sandberg, 2013). It is children's

susc eptibility and lack of experience that makes them vulnerabl e to marketing tactics ,
and they therefore have a greater need for protection against its pre ssures and influence
Protecting children in online environments has become both a European and a global
challenge that has gained the attention of policy makers.

Ministers responsible for the digital economy from OECD countries, including the
European representatives, have recognised the importance of ensuring a safe Internet -
based environment that offers protection to individuals, especially minors. In 2012 the
OECD Council adopted a set of high -level principles calling for evidence -based policy
making and enhanced domestic and international co -ordination to improve national policy
frameworks. Simultaneous ly, the European Strategy for a Better Internet for Children

(BIK) was launched in 2012 (COM(2012) 196 final). BIK takes a child -centric approach
and proposes a series of actions to be undertaken by the Commission, by Member States

and by the whole industr  y value chain in order to provide a safer Internet for children

and young people. In the toolbox of BIK there is regulation, self -regulation (such as the
CEO coalition to make the Internet a better place for kids) and funding through the Safer

Internet Pro gramme and currently the Safer Internet Digital Service under Connecting

Europe Facilities (CEF). An important part of the programme is the Safer Internet Centres

(SICs), which are present in 30 European countries. They give advice and information to

child ren, parents and teachers through awareness centres and helplines. SICs also

provide hotline services to report on online illegal content * primarily child abuse images.

This study is ins cribed in the new behaviourally informed approach to policy making th at
the European Commission, and particularly DG JUST, along with other international and
national policy -making bodies, have embraced over the past five years. This trend
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reveals a more critical stance being taken by policy makers regarding the stylised
representation of the rational consumer that is part of mainstream economics.
Increasingly, even within policy circles, the rational consumer is seen as a fictitious
figure. This implies  that when consumers are affected by behavioural biases * which in
turn impact on belief formation, business and economic decisions, and human behavio ur
in gene ral = then competition may not improve their welfare but rather worsen it, as

firms may try to exploit such biases. This is even more relevant when the consumers are

children, especially when parents do not have the time to fully oversee and guide their

children in the use of online environments.

Industries operating in the Online Games, Social Media and Mobile Applications
environment employ an increasing number of peo ple, and contribute to the economy in
sizeable way, providing a good share of those creative jobs (especially applications and
online games) that are important to global competition. The traditional value and supply
chain has been transformed into a comple X ecosystem of actors comprising operators,
platforms, developers, brands, services and advertisers, device manufacturers and
consumers. To some extent, industries operating in the Online Games, Social Media and

Mobile Applications environment also show wi llingness for self -regulation and it would be,
thus, unfair to negatively generalise about them. Nonetheless, if left unchecked, the
industry is potentially a source of various types of risk for vulnerable consumers such as
children, because the industry i s geared towards adults (who may also be already
vulnerable) and at times does not have in place particular safeguards to protect or better

inform children.

In 2013 the Commission consulted with consumer organisations that raised several

concerns related t o websites using profiling and behavioural marketing techniques that

target children, as well as on access to child inappropriate (commercial) content on

websites targeting children, including sexualising content and alcohol -related
advertisements (Europea n Consumer Consultative Group, 2013). The lack of evidence for

many of the issues disc ussed + and the potential needs for revision and expansion of
some key EU directives to embrace provisions to protect chil dren within online
environments  *clearly unders core s the policy relevance of, and need for, this study.

The study sheds light on the effectiveness of the existing consumer protection measures

provided by the Member States and/or by the industry, and aims to inform the
Commission's work on alleviating ¢ onsumer vulnerability in the online environment,
especially within the framework of the Unfair Commercial Practices Directive
(2005/29/EC ), hereinafter UCPD, and the Audiovisual Media Services Directive
(2010/13/EV), hereinafter AVMSD. The European Commiss ion is working to ensure that
all children across the EU/EEA enjoy an equally high level of protection, both regarding
authorised and safe offers as well as illegal offers that are accessible in an inherently

cross -border c